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Abstract. A cryptographic protocol should provide two basic requirements for secure
communication. These requirements are known as diffusion and confusion. Substitution
box structures are needed in order to provide the confusion requirement in block encryption
algorithms. These cryptographic blocks must have a nonlinear structure to meet the
confusion requirement. Various designs based on chaotic systems have been proposed to
ensure the nonlinearity requirement. In this study, a new substitution box structure based
on Nose-Hoover Chaotic System is proposed. Successful analysis results showed that the
proposed new chaos based substitution box structure could be an alternative to the other
three degree chaos based substitution box structures.
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1 Introduction

Our security requirements have changed as everything in our world has changed.
The concept of knowledge has become increasingly important in this change [1].
As the concept of knowledge gained importance, the security problem of this
information emerged. Researchers have developed many different encryption
algorithms to solve this problem. These encryption algorithms must meet various
requirements. These requirements are known as diffusion and confusion.
Substitution box structures are needed in order to provide the confusion
requirement in block encryption algorithms [2]. These cryptographic blocks must
have a nonlinear structure to meet the confusion requirement.

Many encryption algorithms use substitution box structures to provide
the confusion requirement [3-15]. Although there are many methods for
substitution box structures, a design approach that has attracted attention in recent
years has been the design approach using chaotic systems. In this study, a
substitution box structures approach based on chaotic systems is proposed. The
application of this proposed cryptographic structure is shown on an image
encryption algorithm.
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The rest of the study is organized as follows. In the Section 2, a brief
literature summary about chaos based s-box design is given. In the Section 3, the
Nose-Hoover chaotic system is introduced. In the Section 4, the proposed new s-
box structure is explained and analysis results are given The last section
summarizes the study.

2 Related Works

Chaos-based s-box studies have been a remarkable research topic in the last two
decades. One of the most important reasons behind this increase in interest in
research topic is the developments in cryptanalysis studies. In particular,
application attacks allow the attacker to make various inferences about
cryptographic protocols using a variety of side channel information. Although
designs based on mathematical transformation do not contain weaknesses in
terms of performance criteria, their well-defined features allow this side channel
information to be easily obtained. Therefore, new searches for alternative s-box
structures based on mathematical transformation have accelerated. An important
design technique in this aim is chaos based s-box designs.

Chaos based s-box design was first encountered in 2001 [16]. In this
study, a s-box design has been realized by using discrete time logistic map and
this structure has been used in a block encryption algorithm architecture. Between
2001 and 2010 [17, 18], it has been aimed to improve the performance of s-box
structures by using different chaotic maps. However, the performance
characteristics of the AES s-box structure could not be approached in these
studies. Therefore, performance parameters have been improved with various
optimization algorithms [19]. However, the additional transaction costs in these
studies have emerged as another problem to be solved .

In 2010, the idea of using continuous time chaotic systems in the design
process as an alternative to discrete time chaotic systems has been proposed [20].
The aim of these design studies is to increase the complexity of the chaotic system
and improve the nonlinearity properties of s-box designs. Following these studies,
several studies aimed at improving performance by using more complex chaotic
systems have been proposed. Among these studies, design studies based on hyper
chaotic systems [21], time delayed chaotic systems [22] and fractional order
chaotic systems [23] draw attention.In chaos based s-box designs, the effect of
using only different chaotic systems on performance has not been investigated. In
addition to selecting chaotic systems as an entropy source, it is aimed to increase
the quality of the entropy source by using various additional procedures [23-30].

In this study, an algorithm based on continuous time chaotic systems has
been proposed. The most important aspect of the study is that the system selected
as chaotic system does not need any control parameters. This feature of the
selected system will have several advantages in the design process of the
cryptographic protocol, especially in the process of sharing the secret key of the
algorithm (key distribution).
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3 Nose—Hoover Chaotic System

Chaos theory is an exciting science. Because it points out that the randomness
behind the events have actually mathematical equations. Chaotic behavior first
emerged by showing that reason of randomness in weather forecasts modeled by
various differential equations is the internal structure of the system. In the
literature, the simplest differential equation models in which chaotic behavior is
observed are known as systems like Lorenz, Chua, Chen. The common features
of these systems are expressed in third order differential equations.

Nose—Hoover system [31] is a third-order system like the systems
mentioned above. The definition using ordinary differential equations is given in
Eqg. (1). The system in which Eq. (1) is expressed has three initial conditions.

dx/dt=y
dy/dt=y*z-x (@)
dz/dt=1-y*y

The phase space graphs showing the variation of the state variables of the Nose —
Hoover system are shown in Figure 1.
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Fig. 1. Phase-space analysis of Nose—Hoover system
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4 Proposed S-Box Design Algorithm

The innovative aspect of the study is the chosen chaotic system class. This is the
first study in the literature using Nose—Hoover chaotic system in substitution box
design. For substitution box design, the recommended method in Ref. [14] is used.
The details of the used method can be examined in detail. A program can be
produced different substitution box design by running the program repeatedly at
different times. The program has a user-friendly design. There is also an
introductory video on how to use the program. There is also an interface for the
performance tests of the substitution box structures produced in the program.
There are five widely accepted criterion in the literature. These tests are:

e Bijective criterion,
Nonlinearity criterion,
Bit independence criterion (BIC),
Strict avalanche criterion
Input/output XOR distribution criteria

A sample substitution box structure and performance criteria produced using the
proposed chaotic system are given in Table 1. Since the method used for
substitution box design automatically provides bijective, this criterion is not
included in Table 1.

Table 1. Proposed substitution box structure
s-box
ol1]2][3]4]5]6]7]8]o]A]B]JC|DJE]F
19 [100|82 |169]62 |29 [131|137|16 |49 |240|105[155]|43 |152]73
36 [171]57 |18 [237]81 [247]136]98 |9 [195[97 [228]17 [235] 165
224 [ 218193 [ 232|177 229|147 ] 227[35 |71 |46 [54 |216]58 |238]53
23 [175]139[75 [151[33 [129]163[252| 24896 [61 [225[254 |68 [40
21 [250[176[78 [253[4 [200[183|162]66 [145[188]243]28 [ 166 |64
25522 [133]161]39 [55 [197]191]143]173] 10463 [206]83 |233]50
220 [ 106 [ 154 [ 205|146 | 181 [24 |67 |25 |90 |48 [111[239]77 |101]226
74 [164[102[204[44 |14 [87 [217|236]91 |168[158[ 12065 [122]119
14210 |76 [244]189[37 [222[207]56 |246[174]84 [214]60 |230]42
79 J182]221[126]1 [2 J198]38 [245]180[251[116]88 |89 |134]5
231112 190[69 [201]0 |72 [215]|31 |167]234]113]209]199] 109 | 186
19695 [178]86 |52 |20 [132[128|41 |7 |13 [156[202|3 |[123]212
12 [213]160] 22351 [93 [70 [203]242| 11015 [125[118 |30 |80 [ 184
18747 [115]208 |45 [121]210]6 |194|108]144]117]138]85 [211]148
141192107103 124 [172]11 [241]219] 130159 [ 185[26 [170] 14927
127[34 |99 |153]135]140[179[ 11459 |157]94 |92 [8 [249]32 |150

TM|O|O|T|>|o|o|N|o|o|M|lw|N|—]|o

The cryptographic features of the proposed substitution-box structure are given
in Table 2.
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Table 2. Cryptographic properties of proposed substitution box structure

s-box structure
Input / Output
Strict . .
Bit Independence Creation XOR
Nonlinearity | Avalanche o
Distribution
Average Criterion
BIC-
Average BIC-SAC . . Max
Nonlinearity
104.25 0.5044 0.502 103.93 10

5 Conclusions

In this study, a substitution box design has been performed which could be an
alternative to chaos based substitution box structures in the literature. The
innovative aspect of the proposed method is the chaotic system used in the design
process. The most important feature that distinguishes this Nose—Hoover system
from others is that it does not need any control parameters. The results of the
analysis showed that a successful substitution box structure can be obtained.
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